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Introduction Purpose:

People at greater risk What is Digital Safeguarding?
on-line

Understanding who may be vulnerable
online

What are the online risks?

Safeguarding against these risks

Private: Information that contains a small amount of sensitive data which is essential to communicate with an individual but doesn’t require to be sent via secure methods.



* A good definition of safeguarding is taking
proactive steps to prevent harm and abuse
from occurring.

e Good safeguarding practice means you’ll
know what to do if harm or abuse ever takes

. - - place: who to contact, what to tell them,
What s dlgltal and how to help the person who's
safeguarding? experienced abuse.

* So what is digital safeguarding? It’s the
same idea, but in a digital space.

* Digital safeguarding simply means taking
steps to stay safe online.



Safeguarding in the
Digital Context

Digital safeguarding is much like safeguarding in any
other context.

Safeguarding, under The Care Act (2014), means
protecting children and vulnerable adult’s right to
live in safety, free from abuse and neglect.

It is about people and organisations working
together to prevent and stop both the risks and
experience of abuse or neglect.

A safeguarding risk involves an allegation or concern
that a person has or may have behaved in a way that
has harmed themselves or another person or
behaved towards a child or adult in a way that
indicates they may pose a risk of harm to others.

In the same way as all safeguarding, online
safeguarding involves a whole range of potential
risks; and must be looked at in relation to both victim
and perpetrator.



We are all vulnerable at certain times of our lives,
depending on our circumstances and life events.

Who is vulnerable?

PEOple at greater When thinking of those more at risk than others,
risk on-I I ne this could include a wide range of people:

e.g. those with physical disabilities or illnesses,
care leavers, people with mental health
difficulties, homeless, minority groups

Private: Information that contains a small amount of sensitive data which is essential to communicate with an individual but doesn’t require to be sent via secure methods.
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Social Engineering

“Social engineering attacks manipulate people into
sharing information that they shouldn’t share,
downloading software that they shouldn’t download,
visiting websites they shouldn’t visit, sending money to
criminals or making other mistakes that compromise
their personal or organizational security.” - IBM



Phishing, Vishing,
Qrishing

Private: Information that contains a small amount of sensitive data which is essential to communicate with an individual but doesn’t requirg



Privat

From: support@rnicrosoft.co.uk

Sent: 16/01/2023 11:44

To: Bob Smith <Bob.Smith@company.com>
Subject: Urgent Action Needed!

- Outlook

Microsoft Account

Verify your account

We detected some unusual activity about a
recent sign in for your Microsoft account. you
might be signing in from a new location app or
device.

To help keep your account safe. We've blocked
access to your inbox , contacts list and calander
for that sign in. Please review your recent
activity and we'll help you secure your account.
To regain access you'll need to confirm that the
recent activity was yours.

http://account.liive.com/ResetPassword.aspx

Thanks,
The Microsoft Team

From: support@microsoft.co.uk

Sent: 16/01/2023 11:44

To: Bob Smith <Bob.Smith@company.com>
Subject: Unusual Sign In Activity

- Outlook

Microsoft Account

Verify your account

We detected some unusual activity about a
recent sign in for your Microsoft account
bo******@company.com. you might be signing
in from a new location app or device.

To help keep your account safe. We've blocked
access to your inbox, contacts list and calendar
for that sign in. Please review your recent
activity and we'll help you secure your account.
To regain access you'll need to confirm that the
recent activity was yours.

Review recent activity

Thanks,
The Microsoft Team




Privat

Frnm:&ﬁ
Sent: 16/01/202< 14

To: Bob Smith <Bob.Smith@company.com=>
Subject: Urgent Action Needed!

- Outlook

Microsoft Account

Verify your account

We detected some unusual activity about a

recent sign in for your Microsoft a:::

might be signing in from a new location app or
device.

To help keep your account safe. We've blocked
access to your icts list an
for that sign in. Pleas Eview your rece

activity and we'll help you secure your account.

To regain access you'll need to confirm that the
recent activity was yours.

http://acc rm /ResetPassword.aspx
-

Thanks,
The Microsoft Team

From: support@microsoft.co.uk

Sent: 16/01/2023 11:44

To: Bob Smith <Bob.Smith{@company.com>
Subject: Unusual Sign In Activity

- Outlook

Microsoft Account

Verify your account

We detected some unusual activity about a
recent sign in for your Microsoft account
bo******@company.com. you might be signing
in from a new location app or device.

To help keep your account safe. We've blocked
access to your inbox, contacts list and calendar
for that sign in. Please review your recent
activity and we'll help you secure your account.
To regain access you'll need to confirm that the
recent activity was yours.

Review recent activity

Thanks,
The Microsoft Team




[Prank]Email Spoofing and Phishing
Proof Of Concept

Corey Nachreiner Wil
Trevor Collins, Emil Hozan, + 1 :

Hey Trevor and Emil,

https://www.google.com/

After confirming with the finance team, we are IC Copy link address
offering you two a promotion! | hope you two

excited about this opportunity! Click on the [t Open in browser
following link to log into our HR tool to accept

the invite. 4 @

Cheers, C.N.

Pri Jal but doesn’t require to be sent via secure methods.



% Reply all

Emil.Hozan@watchguard.com

To Trevor Collins @ Corey Nachreiner

[Prank]Email Spoofing and Phishing
Cc @ Marc Laliberte

Proof Of Concept
Bcce
Corey Nachreiner
Corey.Nachreiner@watchguard.c... : Re: [Prank]Email Spoofing and Phishing Proc
To Trevor Collins Marc Laliberte
Trevor.Collins@watchguard.com : -
Yol Marc.Laliberte@watchguard.com -

Emil.Hozan@watchguard.com ,
To Corey Nachreiner mobileresearch.me@gmail.c...

Cc Marc Laliberte Trevor Collins Trevor.Collins@watchguard.com
Marc.Laliberte@watchguard.com You Emil.Hozan@watchguard.com
Wednesday, November 6, 1:14 PM Wednesday, November 6, 1:17 PM

Private: Information that contains a small amount of sensitive data which is essential to communicate with an individual but doesn’t require to be sent via secure methods.



2FA, 25V, MFA,

* What's the difference? Why?

*2SV —password + code (Google, One Time
Password)

* 2FA —password + push notification(SMS, App,
Fingerprint, company ID, RSA tokens)

Both are classed as Multi-Factor Authentication

Private: Information that contains a small amount of sensitive data which is essential to communicate with an individual but doesn’t require to be sent via secure methods.



2 Step Verification Essential

 Multi Factor Authentication (MFA) = TR
« Two Step Verification (2SV) A A )
» Two Factor Authentication (2FA) 032511 ¢

Stronger SeCurity with — Slack (Suburbia Roller Derby):saramorriso...
: = Microsoft
]
Google Authenticator 1 1 5 é 3 9 L

Get verification codes for all your accounts any_email_add ress@you r_domain.co_uk
using 2-Step Verification G h
Enter code nogle: (home)

r

\d MESSAGES now 1 [ We texted your phone +XXX XXXXXXX52. Please 7 1 2 9 8 8 0
enter the code to sign in.

220-00 ) el ‘ | Facebook
G-315643 is your Google verification code. 475296
Press for more i 1 5 8 1 85 &

L 4 Having trouble? Sign in another way

Two-factor authentication More information

Amazon (home)

i Use two-factor authentication :
@ We'll ask for a code if we notice an attempted > 5 4 O 8 O 9 “

login from an unrecognised device or browser.

1 r h Discord (s)
@ App passwords \d MESSAGES now
Get a unique, one-off password for apps that > 7 9 6 91 9 0
don't support two-factor authentication (e.g.
Xbox, Spotify) PayPaI -
PayPal: Your verification code is: 243122. Your e

D Authorised logins N s 1 :
Review a list of devices on whichyouwon't code expires in 5 minutes. Please don't reply.

) have to use a login code o &s HAMPSHIRE
Private: intTormation tnat contains a small amount or sensitive aata which is ential to communicate witn an inaiviaual but aoesn t require 1o pe sent via secure m‘éthods. \ SERVICES



WI-Fi

* Avoid using public Wi-Fi where possible

* Lookfor apadlock or similarin the URL (bar at the top).
Ensure URL contains HTTPS instead of just HTTP. HTTPS

sites can still be malicious but most unsafe site €L EIEEREETNSIY
HTTP.

Free Wi-FI

From our friends at Google

Private: Information that contains a small amount of sensitive data which is essential to communicate with an individual but doesn’t require to be sent via secure methods.



Ok now what?

. (A f ;
= ' | so WHA T"BO'WE
I 3
2z = = .
-

Private: Information that contains a small amount of sensitive data which is essential to communicate with an individual but doesn’t require to be



oHow long is my password/s?

oHow many online accounts do | have?

oHave | recently changed my password?

oHave | activated 25V?

oHave | secured my email account properly?

oHow much do | share online?

oHave | check my social media security?

oCan | spot phishing or scam emails, texts,
calls better now?

Private: Information that contains a small amount of sensitive data which is essential to communicate with an individual but doesn’t require to be sent via secure methods.



NCSC Cyber Aware Action Plan

Free Cyber Action Plan

Answer a few simple questions to get a free personalised action plan that lists what you or your organisation can do right
now to protect against cyber attack.

< e |
*an L -
T Mal
Small organisations For individuals & families

I'm self employed or work in an organisation with up to 50 | want to improve my personal cyber security.

employees.

Private: Information that contains a small amount of sensitive data which is essential to communicate with an individual but doesn’t require to be sent via secure methods.



Reporting

ActionFraud

National Fraud & Cyber Crime Reporting Centre

“"»u 0300 123 2040 "»"x"s

Private: Information that contains a small amount of sensitive data which is essential to communicate with an individual but doesn’t require to be sent via secure methods.



Reporting

As of 31/03/24

Wh L3 7726 is a number that any
at ls UK mabile customer can text
to report suspicious calls and

Over 30.75 million reports 7726? messagesfree of charge.

: This a.lerts your mobile
® s M s — 7 72 6 Removal of 176,100 scams Togetheruecan P otantialy byack the

number to help protect you.
Across 321,400 URLs

* 159 — Secure Banking

* Email — report@phishing.gov.uk

Free Cyber Action Plan

raf togetafroe action plan that lists wiled
now to protact against cyber attcick.

* Google — “Free Cyher Action Plan” wer &

Small organisations For individuals & families

with up to 50 Iwant to improvo my personal cybor securiy.

Private: Information that contains a small amount of sensitive data which is essential to communicate with an individual but doesn’t require to be sent via secure methods.
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